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Problems in realizable QKD systems

Real quantum channel has noise.

It is had to realize single photon state.

Key distillation protocol is required.

Real key distillation consists of finite-length code.

Our detector is imperfect.

Our implemented QKD system

Environment Optical device Error correction &

Optical fiber 20km) ( Modification of QKD system )\ Privacy Amplification
Usual business developed by NEC PC (LINUX)

office (4 intensities) CPU:

(Seminar room, wave length  1.55 ym Pentium(R)4(3GHz)
ERATO-SORST, System clock 62.5 MHz Memory: 2GB

Tokyo office) Plug and Play method




Outline of QKD system
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Detail of privacy amplification
Toeplitz matrix: Same element in diagonal array.

When we generate n,bit from n, —m bit number Z e F}",

an0 -m an0 -m+1 No—2 no—1 1
a a a a, , it 0

a2 a3 e ano—(no—m) ano—(no—m)+1 0 1

a1 a2 e ano—(no—m)—l ano—(no—m)

Apply this matrix to Z€F"
Only n, -1 random bit Y is required.
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Components of QKD system

« Quantum optics technology with weak
coherent light

 Information processing technology
—Error correction code (LDPC code)
—Privacy amplification (Toeplitz matrix)
—Evaluation of eavesdropper’s information
*Security of known channel with finite-length code

*Estimation of channel with no-statistical
fluctuation

*Estimation of channel with statistical fluctuation
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Single-photon and Laser

It is difficult to equip single-photon  Weak coherent pulse
source for QKD.

Stochastic
; Two
N /& KR
time
Ideal Laser (real)

If two-photon is generated, .

O Optical fib
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| get 1 photon () Eve can get information
\ with 1 qubit info. A without any dlsturbanj!

Security analysis with known channel

Alice Quantum Channel Bob
No count
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Eve’s information among

nulses detected by Bob.

Concerning Alice’s information

Number of bits completely eavesdropped by Eve J?
Number of bits non-eavesdropped by Eve 38
Number of bits partially (h(r')) eavesdropped by Eve J*

Eve knows h(r')J*+J? bits information
concerning Alice’s bit.
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Eve’s information after key distillation

, , , M . Number of sacrifice bits
Eve’s Holevo information £, :
, N, — M : Size of final key
for final key 0 .
P - Average of virtual

& " bhase error ratio
E, z: ([Z])<(1+n,—m—1logP,, )P, .
1y1q1 2
P,,< Erl T = (m=h(r)J"=J%), Exponential
: . evaluation!

ize of sacrifice bits is
determined by
estimating the rando
ariables I’P, Jai J.T

Al =
MH PRA, 76, 012329 (2007)

m=h(r1)J1+\]2+5‘ 14

Eve’s distinguishability after key

distillation

M - Number of sacrifice bits
p[ 7] -.Eve’s state with Alice’s final key[Z]

Pg - Eve's average state

L
o=(m=h(r)3'-3%),

E, [1ose = P2 ® pe|, <E, max| g, - o
<2E

AN k|

Exponential evaluation! MH PRA, 76, 012329 (2007)
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Asymptotic key generation rate
per sent pulse

3 pe g (1-h(r'))+e™*p, - p,h(s,)
2
M . Signal intensity

P, - Counting rate of signal pulse
S, - Bit error rate of signal pulse

P, - Counting rate of vacuum

mentioned by Lo _
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Estimation of channel parameters

Decoy-state method
(We send pulses with different intensities.)

We estimate the possible range of parameters
rt,J% J* J?based on the counting rates and
error rates of individual intensities.

1.Estimation with no-statistical fluctuation.
2.Estimation with statistical fluctuation.
normal approximation of
h(r')J'+J3°+J° -0
© : Estimator of Eve'sinfo. h(r*)J*+J°+J°

Estimation of channel parameter
with no statistical fluctuation

0 n
e~ Z'u—"‘ n> <n ‘ Phase-randomized coherent light

n=0 n:
P; * counting rate with intensity 4,

~ N
q € [0, 1] - counting rate of n-particle state

(unknown parameter)
~Nn
n

00 iq
n=0 n!

e_.ui — pi ’

Do we have to treat infinite number of parameters

based on finite-number of constraints?
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How to recover parameters r*,J° J*, J° |
G =p" (4,=0)
J°=G°N  N:Number of detected pulses by Bob
IS =G
J'=(1-§"-0)N

1
For I'", we apply the same method to error events.

ol
1oge, qerror Nerror

r=
G'N
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If a good expansion exists,.....

(Vacuum+k |ntenS|t|eS)

Sem i
k+1

=e™|0 ><o\+e—*‘iyi 1) {1+ P"p,
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q" =Trpmza“ )(n|(m=2)
e+ e g’ +ZP Q"= p,

k constraints and k+1 unknown parameters

1>q9'>0 :> Lower bound of {'

Finite
constraints

Vacuum +2 intensities O<uy <um,)
Z A Wang2005
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. s
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n=0 5
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Expansion with Arbitrary number
of intensities

o ﬂn -1 Generalize “difference”
g4 Zn—'l Ze “u H(M 79 O Ty
J= . n—2

i+l n=2

e q +€ ﬂﬂlq +Ze #ﬂl H(ﬂl lutpnqn T pi

1>2q'20 E> Lower bound of Q"
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Estimation of counting rate d'
1k A& i) previous condition
qmln_ g 12q1’qk+120

@ If the counting rate is
independent of basis, ...
qr]n:(n ~ mln{ql min ""’qk,min}

j o =Sy i
qulnéZﬂ (pl Po€ & (2 J ,lll"'ﬂij+1
i=1

i A F 1 lul"'lu'eﬂi
Bl & (-1)" o ’
w T (- ) -

t=1,#i




Estimation of counting rate '
(with dependence of basis)

1+1
e™q° +e” M:uiq +Ze M:ui H(.ui 4 Q9™ = p;
g 5t

C e et Ze_ﬂi luiZH (4 — p Q2,0 = pf
n=2 Tt

. 1
Ger= min q
min 12qL,q2% . €% g2 L g< 20

x + +
= mln{ql min’* "’qk,min’ql,min "“'qk,min}

Asymptotic key generation rate

AL 1 :
Estimating r'as well as g, we substitute them
into the following:

_ ueTq (1-h(r))+e™p, — p,h(s,)
2

M . Signal intensity

S [ P, - Counting rate of signal pulse
0 min = Z'Bj(p' Po® ﬂl)_%lﬁ"'ﬂjnm Nt )
ﬂ’ A( 1)J = ,ul.--,uje"i X=X+ u - Biterror rate of signal pulse
j : :
u 1—[ (4 — ) o Py - Counting rate of vacuum 2
t=1,#i
When there is no Eve, ...... Key generation rate

The counting rate with intensity £
P; e pO

ENR—

qj,min UsuaIIy qun:(n 5 qk,min
(e KWy 7 1_(_1)j 7T
=a+p,—(-1)' (&, () + po&, (1)) - S (1)

el(p) 2 (1) - A ()
ex _e(l—a)x —ax

X2

where  f(X)=
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(taklnn into_ account dark count )

6
- 1
5 M G T vl
0.17x L+5
v a=01x10
No interfusion in channel

(assumption)

&b

g
ol

Logarithm of Optimal AKG rate
~
[$a]

Po = Po
Error rate of single photon
L1 in channel 0.03

0. A W2
Trasnission  Length - (po-po. FOEISE | parie count rate Pp4.0 x 107
Distance (km) k=234 o

Channel performance from T. Kimura, Y. Nambu, T. Hatanaka, A. Tomita, H. Kosaka, a%
K. Nakamura, Jpn. J. Appl. Phys., 43, L1217 (2004).




Security guaranteed QKD system
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Optical fiber 20km) ( Modification of QKD system \ Privacy Amplification
Usual business developed by NEC PC (LINUX)
office (4 intensities) CPU:

(Seminar room, wave length 155 ;m Pentium(R)4(3GHz)
Tokyo office) Plug and Play method et e
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How to realize QKD?

» Optical fiber communication
» Free space transmission
« Satellite communication
 All of them require

weak photon source.
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QKD with Metropolitan
fiber network Longest distance

Kyoto Nara 477km
+3 X 16.1km
Sl =96km itsubishi

N

3Returns (16.1km
+0.4km
=97km  NEC

Mitsubishi (2004) and NEC (2008) with NICT.
Similar experiment is demonstrated in USA and Swiss.

HEKAR(EEE#IGN2ET A UREAN: BFBS R T AR
JGNII 2RI £12005inKBR. hitp:/Awww.jgn.nict.go.jp/sympo2005/
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By National University f Sihgapore
Similar experiment is done by Wien Univ. e

Satellite communication with QKD

Optical Inter-orbit Communications
Enginegring Test Satellite : OICETS

NICT (JAPAN) OICETS and ESA (EU) Artemis will
demonstrate satellite communication with QKD.
Cosmic space has no air obstructing
communication.
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When QKD is used in  [FNG_—G_—

praCtiCG? ”

Swiss considers to use QKD for voting.

Science & Technology

Quantum cryptograph

Heisenberg's certainty principle
Ccot 18th 2007
From The Fconomist print edition

40 whal i e the wkd scoaermy

The Swiss are using quantum theory to make their election more secure

HAMGING chads, Ballot stuffing. Gerrymandering. Such dirty tricks enfeeble
democracy, But the security of the votes cast in Genewva during Switzerland's
general election on October 21st is guaranteed. The authorities will use quantum
cryptography—a way to transmit infarmation that detects eavesdroppers and
errors almost immediately—to ensure not only that votes are kept secret but also _
that they are all counted. ?

Summary

If two photons are sent, Eve can get a part of
information without disturbing.

Eve can also get a part of information when the
channel has noise.

By sacrificing bits, Alice and Bob can generate
secure key, which is almost independent of
Eve’s information.

Many realization experiment have been done by
several groups.

QKD is close to real application.
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