
1

Quantum Key Distribution II
Realization

Expository Quantum Lecture Series 3
Graduate School of Information Sciences, 
Tohoku University
Centre for Quantum Technologies (CQT), 
National University of Singapore
Masahito Hayashi (林 正人)

2

Contents

• Outline of our QKD system
• Security of known channel with finite-

length code, imperfect  resources, and 
threshold detector

• Estimation of channel  with no 
statistical fluctuation

• How to realize QKD

3

Real quantum channel has noise.

It is had to realize single photon state.

Problems in realizable QKD systems

Real key distillation consists of finite-length code.

Key distillation protocol is required.

Our detector is imperfect.
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Our implemented QKD system

Modification of QKD system 
developed by NEC
（4 intensities）
wave length
System clock 62.5 MHz
Plug and Play method

Optical device

mμ55.1

Optical fiber 20km
Usual business 
office
（Seminar room, 
ERATO-SORST,
Tokyo office）

Environment

PC （LINUX)
CPU: 
Pentium(R)4(3GHz)
Memory: 2GB

Error correction & 
Privacy Amplification
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Detail of privacy amplification
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Toeplitz matrix：Same element in diagonal array.
When we generate  bit from            bit number            ,

Only    random bit     is required.
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• Quantum optics technology with weak 
coherent light

• Information processing technology
–Error correction code (LDPC code)
–Privacy amplification (Toeplitz matrix)
–Evaluation of eavesdropper’s information

•Security of known channel with finite-length code
•Estimation of channel with no-statistical 
fluctuation
•Estimation of channel with statistical fluctuation

Components of QKD system
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Single-photon and Laser 
It is difficult to equip single-photon 
source for QKD.

time

Single photon 

Ideal

Weak coherent pulse

time
Laser (real)

Single
photon

Two
photon vacuum

Stochastic

Optical fiber

I get 1 photon 
with 1 qubit info.

Eve can get information 
without any disturbance!

If two-photon is generated, ….
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Alice Bob
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Quantum Channel
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Security analysis with known channel

( ratio of phase error)1r
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Eve’s information among 
pulses detected by Bob.

Concerning Alice’s information
2JNumber of bits completely eavesdropped by Eve
0J
1J1( )h r

Eve knows                      bits information 
concerning Alice’s bit.

1 1 2( )h r J J+

Number of bits non-eavesdropped by Eve
Number of bits partially (        ) eavesdropped by Eve

14

Size of sacrifice bits is 
determined by 
estimating the random 
variables                  .

Eve’s information after key distillation

Eve’s Holevo information 
for final key
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Exponential
evaluation!
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1 1 2, ,r J J MH PRA, 76, 012329 (2007)
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Eve’s distinguishability after key 
distillation
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Number of sacrifice bits:m

Exponential evaluation!

[ ] :Zρ Eve’s state with Alice’s final key[ ]Z
:Eρ Eve’s average state 

MH PRA, 76, 012329 (2007)

[ ]1 1[ ]
E E maxY AE A E Y Z EZ

ρ ρ ρ ρ ρ− ⊗ ≤ −

16

Asymptotic key generation rate
per sent pulse
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mentioned by Lo
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Estimation of channel parameters

We estimate the possible range of parameters 
based on the counting rates and 

error rates of individual intensities. 

Decoy-state method 
(We send pulses with different intensities.)

1 0 1 2, , ,r J J J

2.Estimation with statistical fluctuation.

1.Estimation with no-statistical fluctuation.

1 1 0 2( )h r J J J+ + −Θ
normal approximation of

:Θ Estimator of 1 1 0 2( )h r J J J+ +Eve’s info.
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Estimation of channel parameter 
with no statistical fluctuation
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How to recover parameters !

0 0J q N=

1 0 1 2, , ,r J J J

1 1J q N=

0 0q p= 0( 0)μ =

N:Number of detected pulses by Bob

2 0 1(1 )J q q N= − −

For     , we apply the same method to error events.1r
1

1 error error
1

q Nr
q N
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If a good expansion exists,…..
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Expansion with Arbitrary number 
of intensities
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Estimation of counting rate
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Estimation of counting rate 
（with dependence of basis）
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Asymptotic key generation rate
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When there is no Eve, ……
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Distance（km） 2, 3,4,k = ∞

01 ,i
ip e pαμ−= − +

0.17 5
100.1 10

L

α
× +

−
= ×

Error rate of single photon
in channel 0.03

No interfusion in channel
（assumption）

200 210 220 230Transmission Length HpD=p0, Reverse L
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fo
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Channel performance from T. Kimura, Y. Nambu, T. Hatanaka, A. Tomita, H. Kosaka, and 
K. Nakamura, Jpn. J. Appl. Phys.,  43, L1217 (2004).

Dp

0 Dp p=

Dark count rate 4.0×10-7

Key generation rate 
（taking into account dark count ）
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Modification of QKD system 
developed by NEC
（4 intensities）
wave length
System clock 62.5 MHz
Plug and Play method

Optical device

mμ55.1

Optical fiber 20km
Usual business 
office
（Seminar room, 
ERATO-SORST,
Tokyo office）

Environment

PC （LINUX)
CPU: 
Pentium(R)4(3GHz)
Memory: 2GB

Error correction & 
Privacy Amplification

JST ERATO-SORST

Security guaranteed QKD system
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How to realize QKD?

• Optical fiber communication
• Free space transmission
• Satellite communication
• All of them require 

weak photon source.
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QKD with Metropolitan 
fiber network

清水克宏(三菱電機)「JGN2光テストベッドを用いた 量子暗号システム試験」
JGNIIシンポジウム2005in大阪．http://www.jgn.nict.go.jp/sympo2005/

Mitsubishi（2004）and NEC（2008）with NICT.
Similar experiment is demonstrated in USA and Swiss.

47.7ｋｍ

Osaka Kyoto Nara

Longest distance

1６.1ｋｍ

3Returns (16.1km)
+0.4km
=97km

47.7km
+3×16.1km
=９６ｋｍ Mitsubishi

NEC
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QKD with free space

1.5 km

Alice

Bob
By National University of Singapore

Similar experiment is done by Wien Univ. 34

Satellite communication with QKD

NICT(JAPAN) OICETS and ESA（EU）Artemis will 
demonstrate satellite communication with QKD. 
Cosmic space has no air obstructing 
communication.

(C) JAXA

Optical Inter-orbit Communications 
Engineering Test Satellite : OICETS
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When QKD is used in 
practice?

Swiss considers to use QKD for voting.

Un

36

Summary
• If two photons are sent, Eve can get a part of 

information without disturbing.
• Eve can also get a part of information when the 

channel has noise.
• By sacrificing bits, Alice and Bob can generate 

secure key, which is almost independent of 
Eve’s information.

• Many realization experiment have been done by 
several groups.

• QKD is close to real application.


