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Abstract:

Cryptography aims to enable users to communicate with one another securely over an insecure
channel by constructing schemes or protocols to ensure users’ privacy and authenticity. Public
key cryptography (PKC) enables different communication parties to exchange messages securely
in an insecure channel. However, issues such as storage and key management arose as a
certification authority is needed to generate certificate to authenticate each user’s public key.
Therefore, ID-based cryptography is potent as it eliminates the issues in PKC. Furthermore, ID-
based cryptography has brought forth to the development of fuzzy ID-based and attribute-based
cryptography. In this paper, we present the concept of identity-based cryptography and its
variants as well as discuss on their applications.
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