
Copyright © 2020 CyberSecurity MalaysiaCopyright © 2020 CyberSecurity Malaysia

ENSURING INFORMATION SECURITY 
THROUGH THE USE OF  CRYPTOGRAPHY

DATO’ TS. DR. HAJI AMIRUDIN ABDUL WAHAB 
CHIEF EXECUTIVE OFFICER 
CYBERSECURITY MALAYSIA

09 JUNE 2020



Copyright © 2020 CyberSecurity Malaysia 2

MALAYSIA AIMS TO BECOME A DIGITAL NATION
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DIGITAL ENVIRONMENT IS ALREADY COMPLEX
- Technology convergent adds more complexities 
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INCREASE IN ONLINE USAGE
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DATA TRAFFIC
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THREAT EVOLUTION
- In parallel  with technology advancement
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PROTECTION OF INFORMATION AS  STRATEGIC ASSET

The Fundamentals of Information Security 
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CYBER ESPIONAGE - Undermine Information Confidentiality

APT30 State-sponsored group that 
spied on Malaysia for 10 years -
FireEye, 2015
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To infect computers of government officials with malware and then
steal confidential documents from government networks, Malaysia's
Computer Emergency Response Team (MyCERT) said in a security
advisory

CYBER ESPIONAGE - Undermine Information Confidentiality
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- Cyber EspionageEvolving Cyber Threats
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DATA LEAKAGE - Undermine Information Confidentiality
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THE USE OF COMPROMISED CREDENTIALS
- to get the access into the system and personal details
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DATA LEAKAGE/BREACHED - Undermine Information Confidentiality
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TRENDS OF HACKTIVISM & WEB DEFACEMENTS
- Undermine Information Integrity

“OPERATION MALAYSIA” by ANONYMOUS
(14 - 19 June ‘11) – 210 websites defaced
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WEB DEFACEMENT - Undermine Information Integrity

16



Copyright © 2020 CyberSecurity Malaysia 17

RANSOMWARE DENIES ACCESS TO INFORMATION ASSETS
- Undermine Information Availability
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•Diversion of employees 
from strategic 
initiatives to work on 
damage control

•Cybersecurity 
improvement

•Operational Disruption

•Diversion of employees 
from strategic 
initiatives to work on 
damage control

•Post-Breach customer 
protection

•Detection and escalation
•Notification
•Lost business / contract
•Response costs
•Competitive disadvantage
• Insurance premium cost

•Sensitive media 
scrutiny

•Public Relation
•Loss of intellectual 

Property / Asset

Brand Financial

OperationalRegulatory
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INFORMATION INSECURITY - Causes Devastating Impacts 
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EMERGING CHALLENGES OF  
DIGITAL TRANSFORMATION IN THE A 

NEW NORMAL ENVIRONMENT   
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COVID-19 & DIGITAL TRASFORMATION - Device Usage During Covid-19
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A NEW NORMAL
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A NEW NORMAL WITH NEW APPS
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THE RISE OF CYBER THREATS DURING COVID-19
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THE RISE OF CYBER THREATS DURING COVID-19
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CYBER THREATS IN THE AMID OF COVID-19

24

CYBER THREATS IN THE AMID OF COVID-19
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BIRTH OF MODERN CRYPTOGRAPHY AND COMPUTERS

• Mathematicians at Bletchley Park, UK played an integral role to break Nazi German
encrypted messages during World War 2 – and has been historically acknowledged to
shorten the war by 2 years.

Presenter
Presentation Notes
This is Alan Turing�Computer terhasil from matematik oleh Alan Turing n teamEnigma MachineBletchley Park
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The root is 
mathematics

THE MATHEMATICS OF CRYPTOGRAPHY
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https://www.oreilly.com/library/view/cissp-for-
dummies/9781118417102/a2_13_9781118362396-ch08.html

CRYPTOGRAPHY - The Last Line of Defense
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Confidentiality

Integrity

Authentication

Cryptography 
for IoT 

Security

CRYPTOGRAPHY FOR INTERNET OF THINGS

Cryptography for IoT security
By using cryptography for IoT security, organizations can 
ensure that the data in transit between a sender and a 
receiver is secure. Cryptography not only secures data 
from hackers, but also provides immense confidentiality 
(un-understandable), integrity (un-modifiable), and even 
authentication (only legit participants can share) to data. 
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News Straits Time

CRYPTOGRAPHY - The issues are yet to be fully addressed
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MALAYSIA’S INITIATIVES IN 
INFORMATION SECURITY
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POLICY & PROCESS



MALAYSIA CYBER 
SECURITY STRATEGY 

(MCSS)
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ADDRESSING FUNDAMENTAL ASPECTS OF 
CYBER SECURITY

National Cryptography Policy (NCP)
• Approved by The Government In January 2013

• Comprehensive applications of cryptography in Government to
Government (G2G), Government to Citizens (G2C), Government to
Business (G2B) and Business to Business (B2B) activities towards
ensuring a secure and trusted cyber environment. Cryptography also
supports the National Digital Economy and the realization of the
National Transformation Agenda to transform Malaysia into
becoming an advanced and high income nation
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SOLUTION FOR CRYPTOGRAPHY CONCERNSGUIDELINE FOR CRYPTOGRAPHY IMPLEMENTATION
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Personal Data Protection Act 2010 (PDPA)

• Governs personally 
identifiable data 
collected via 
commercial transaction.

• Malaysia’s PDPA is align 
with the EU’s GDPR.

35



Copyright © 2020 CyberSecurity Malaysia

COMPLYING TO INTERNATIONAL STANDARD & PROCESSES: 
- Common Criteria ISO/IEC 15048 , ISMS ISO/IEC 27001, IS0 17025 etc

CyberSecurity Malaysia Malaysian 
Security Evaluation Facility (MySEF)

Digital Forensic 
Laboratories has been 
recognized by ASCLD/LAB 
as the first organization in 
Asia Pacific to receive 
ASCLD/LAB-International 
accreditation in the field 
of Computer & 
Multimedia Discipline
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Malaysian Common Criteria Evaluation and Certification (MyCC) Scheme provides  
a systematic process for evaluating and certifying the security functionality of ICT 

products & systems against defined criteria or requirements of ISO/IEC 15408 
Common Criteria standard.

37

PROCESSING PREVENTIVE ACTION VIA ICT PRODUCTS AND SYSTEMS 
EVALUATION

37

Presenter
Presentation Notes
MyCC Scheme evaluates and certifies the security functionality within ICT products against ISO/IEC 15408 standard which is known as Common Criteria (CC). The methodology use in the evaluation is also a recognised standard known as Common Evaluation Methodology (CEM) or ISO/IEC 18045.
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TECHNOLOGY
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STRENGTHENING CYBER SECURITY DETECTIVE CAPABILITIES THROUGH:

39

CyberD.E.F
• Detection
• Eradication
• Forensic
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CYBERDEF SATELLITE PROJECT
CSM-UTEM Coordinated Malware Eradication Remediation Research Project (CMERP)

CMERP’s mission is to address the computer security concerns of Malaysian Internet users. Their objectives is to reduce the
number of bot/malware infection in Malaysia, provide proactive measure to safeguard and mitigate malware infection.
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COLLABORATION IN CRYPTOGRAPHY

41

CSM

Research
Various research collaboration in 
cryptography and blockchain 
technology. Among others are 
collaboration with INSPEM UPM, UM, 
UNITEN and others. Research 
collaborations includes exchange 
of knowledge and expertise.

Conference & Training
CSM has co-organize several 
cryptography conference, including 
CRYPTOLOGY and MyCrypt2016. CSM 
has also collaborate in providing and 
receiving cryptography training from 
various IHEs and agencies.

MySEAL
Collaborate with various agencies and IPT 

in Malaysia and overseas to develop our 
own National Cryptographic Algorithm 

Trusted List (MySEAL) for Algoritma 
Kriptografi Sedia Ada (AKSA) and 

Algoritma Kriptografi Baharu (AKBA)

Evaluation
CSM provide cryptographic module 

evaluation and cryptographic algorithm 
conformance testing for IHEs and agencies. 

Our laboratory has been accredited to 
conduct the testing since 2018

01

02

03
04

CSM collaboration with different Institution of Higher Educations (IHEs) and agencies 

Presenter
Presentation Notes
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• Building Innovative Programs Through Effective Capacity 
Building

To Identify Technologies 
That Are Relevant and 
Desirable by the CNII

To Promote Collaboration 
with International 

Center's of Excellence

To Provide Domain 
Competency 
Development 

42

CYBERSECURITY MALAYSIA RESEARCH & DEVELOPMENT (R&D) COLLABORATION
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STRENTHENING CYBER SECURITY PREVENTION THROUGH 
TECHNOLOGY VULNERABILITY ASSESSMENT

43

Secure Software Development 
Lifecycle (SSDLC) Lab & Services

Internet of Things (IOT) Lab
Robotic Lab (4th Industry Revolution)
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CSM’s LAB ARE FULLY COMPLIED WITH INTERNATIONAL STANDARDS & PROCESSES

CyberSecurity Malaysia Malaysian 
Security Evaluation Facility (MySEF)

Digital Forensic 
Laboratories has been 
recognized by ASCLD/LAB 
as the first organization in 
Asia Pacific to receive 
ASCLD/LAB-International 
accreditation in the field 
of Computer & 
Multimedia Discipline
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PEOPLE
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OBJECTIVES

46

To nurture cyber security 
knowledge groups and/or 

individuals that are resilient 
to cyber security incidents

To nurture cyber security 
practitioners that are 

technically capable and 
proficient in the operation;

To nurture cyber security 
professionals that are 

capable in strategizing, 
planning and executing 
cyber security initiatives

CYBER SECURITY CAPACITY BUILDING FRAMEWORK

46

Global ACE Scheme
https://www.cybereducationscheme.org

Cyberguru
https://www.cyberguru.my

Cybersafe
https://www.cybersafe.my
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CSM SERVICES ACROSS CYBER SECURITY DOMAIN & LIFECYCLE

PREDICT IDENTIFY PROTECT DETECT RESPOND RECOVER REVIEW

Evidence 
Preservation 

Digital 
Forensics 

Data 
Recovery

Expert 
Development 

Lab

Digital 
Forensics Lab 

Quality 
Management 

Incident 
Handling

Malware 
Research 

Centre

Cyber Early 
Warning

Technical 
Coordination 

Centre

On-site 
Investigation 

Support

People 
Certification

Process 
Certification

Product 
Certification

Business 
Continuity 

Management

ISMS

Standard 
Development

Best 
Practices

Assessment

Evaluation 

Crypto 
Conformance 

Evaluation

Crypto 
Analysis 

Crypto 
Evaluation

Training 
Services

Cyber Security 
Program 

Development

Global 
Accredited 

Cybersecurity 
Education 

(ACE) Scheme

CyberSAFE

Policy & 
Advisories

Cyber 
Security 
Strategic 
Studies

MyCyber
Security Clinic 

(MyCSC)

Cybersecurity 
Collaboration 

Program

Industry 
Engagement

Government 
Engagement

International 
Engagement

Information 
Security 

Guidance 
Series

Cyber 
Security 

Assistance

CYBER SECURITY 
RESPONSIVE SERVICES CYBER SECURITY PROACTIVE SERVICES OUTREACH & CAPACITY 

BUILDING
STRATEGIC RESEARCH & 

ENGAGEMENT
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AWARDS AND RECOGNITION

48

YBhg. Dato’ Ts. Dr. Haji Amirudin
Abdul Wahab, Chief Executive Office
of CyberSecurity Malaysia received
the Recognition of Excellence Award
at the Malaysia OpenGov Leadership
Forum held in Putrajaya on 20
September 2018.

CyberSecurity Malaysia has received
DataVisionary Award from
Hortonworks. It shows that
CyberSecurity Malaysia is one of the
few pioneers in the world for
implementing Big Data, Machine
Learning and Artificial Intelligence in
cyber security.

Professional Award for Development
of Professional Relations in
Information Security from Russia.
• General Tan Sri Dato’ Seri

Panglima Mohd Azumi Mohamad
(Retired), Chairman of the Board
of Directors, CyberSecurity
Malaysia

FireEye
Best Cyber 
Security 

Innovation 
Award 2015

Champion of WSIS 2016 and Best 
Review by WSIS Expert Group for 
Securing the Cyber Space Through 
International Collaboration of the 
CERT project

The Security Assurance 
Lab obtained MS ISO/ IEC 
17025:2005 accreditations 

ISLA 
Award

ISLA Award: 17 honorees from 
Malaysia (CyberSecurity 
Malaysia) (2009 to 2013)

1. SMEs Chapter Awards 
2009 – Cybersecurity

2. The Grammy Awards for 
Branding - Internet 
Security 2008

CIO Excellence & Leadership 
Dr. Solahuddin Shamsuddin
Chief Technology Officer, CSM 
– year 2016

CyberSecurity Malaysia became
the 1st winner for Asia Pacific
Region, during the 1st Global
CyberLympics championships
(an ethical hacking competition) –
Year 2011

CyberSecurity Malaysia's CyberSAFE portal
www.cybersafe.my won the Saramad Golden Award for
"The Best Initiative in Child Online Protection" from among
148 participating organisations, during the 6th International
Digital Media Fair & Festival 2012 (IDMF 2012) in Tehran,
Iran.

The most outstanding CSOs in ASEAN 
region :
• YBhg. Dato’ Ts. Dr. Amirudin Abdul 

Wahab, Chief Executive Officer, 
CyberSecurity Malaysia – Year 2014
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CyberSecurity Malaysia Leadership (International)

49

Digital Forensics Lab is 
the 1st in  Asia Pacific 
region that accredited by  
American Society of Crime 
Laboratory Directors 
(ASCLD)/LAB certification

• Serves as cyber security 
expert & co-chair in the 
Council for Security 
Cooperation in the Asia 
Pacific (CSCAP) 
Malaysia

Chairman for 2014 & 
2015 for World 
Trustmark Alliance 
Annual

E-Commerce Business 
Alliance

Deputy Chair of the 32 
Global Expert Council 
Members Of APEC E-
Commerce Business 
Alliance ECBA

• The only cybersecurity 
Training Provider in 
MTCP under  the 
Ministry of Foreign 
Affairs

• Focal point in organizing 
cybersecurity training for African 
Region, Middle East Region and 
Asian Region.

• Member Country 
Partnership Strategy 
(MCPS) - spearheaded 
cybersecurity area under 
Reverse Linkage Program. Assist 
Central Bank of Suriname to 
establish ISMS  Framework

CERTIFICATE AUTHORIZING

CERTIFICATE CONSUMING
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CONCLUSION AND WAY FORWARD

 Cryptography is yet to adequately addressed in Malaysia

 To effectively apply information security fundamentals via cryptographic

innovative techniques

 Strengthening Public-Private-Academia Partnership and International

Collaboration

 Cryptographic solutions to evolve in parallel with technology by enhancing:

Sharing of Information amongst relevant parties

Cyber Incidents Response and Coordination

Innovative & Collaborative Research

Capacity Building

Cyber Security Awareness and Education

50
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ANY CYBER INCIDENTS 
YOU CAN REPORT TO US 
AT:

5151
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