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ABSTRACT
This paper reports an investigation into a public key cryptosystem, which is derived
from a fourth order linear recurrence relation and is based on the Lucas function. This
cryptosystem is also analogous to the RSA, LUC and LUC3 cryptosystems. The explicit
formulation involves a generalisation of the Euler Totient function, which underlie the
algebra of the RSA cryptosystem.
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INTRODUCTION
The most striking development in the history of cryptography was when Diffie and
Hellman (1976) published New Directions in Cryptography. Rivest et al. (1978)
discovered the first practical public-key encryption and signature scheme, now referred
to as RSA. The RSA scheme is based on another difficult mathematical problem, which
is the intractability of factoring large integers. This application of a difficult mathematical
problem to cryptography revitalized efforts to find more efficient methods for factoring.
Therefore, the study aimed to develop a new cryptosystem analog to the RSA, LUC and
LUC3 cryptosystems. Apart from the advancement in knowledge, a prime motivation to
develop a new cryptosystem is the possibility that LUC4 cryptosystem is more secure
than RSA, LUC and LUC3 cryptosystems. This is because the calculations of LUC4
cryptosystem are more complicated than those of RSA, LUC and LUC3 cryptosystems.
The RSA Cryptosystem
In the RSA cryptosystem (Rivest et al., 1978), an encryption key (e, N)is being used,
where e and N are positive integers and N is the product of two large primes p and q,
which are not revealed. The decryption key is the pair of positive integers (d, N), where
d is determined by . Here, the Euler totient function is computered as φ(N) = (p-1)(q- 1).
For maximum security, p and q are of equal length.
To encrypt the message, the sender raises the message M to the e-th power modulo
N. To decrypt the ciphertext, it is raised to another power d, again modulo N. The
encryption and decryption algorithms E and D are thus:
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